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& Admin By Request

Introduction

Admin By Request offers a custom-built, fully integrated ServiceNow application for customers who
prefer to manage core features of Admin By Request via the ServiceNow platform, rather than through
the Admin By Request User Portal. This manual provides a step-by-step guide on how to authorize and
enable the integration and access the Requests and Auditlog features through ServiceNow:.

Assumptions
The tasks described in this manual assume that the user has administrator access to their
ServiceNow instance and some familiarity with the platform.

This manual assumes the user is installing the ServiceNow application from scratch (i.e., not
upgrading to a new version of the app).

“ IMPORTANT: If the user is upgrading from version 1.1.5 to 1.1.6, extra steps need to be
taken in addition to those listed in the upcoming Tasks of this manual:

e The extra flows will not be automatically deleted upon upgrading, so the user
must manually delete those not listed in Task C or uninstall the app and reinstall
the new version. This is not an issue for first-time installers.

¢ Upon upgrading, the user must go into Properties in the app and input the API Key
again (see Task B).

Prerequisites

To enable this integration, you must first obtain your Admin By Request API Key. This key can be
self-generated through your Admin By Request User Portal via Settings > [OS] Settings > Data >
API:

\Windows Workstation Global Setting:

Settings here are the global settings for all clients. You can overrule settings for certain domain users or computers
under the sub settings menu. If you have any questions, feel free to contact us here
Authorization PRIVACY RETENTIOM AP
Endpoint APl Access Aboul API Access
- API Access allows you to extract your data through our public AP
APl access Y g
Lockdown Placee m

API Key Note that this setting is a global setting across your \Wine
Server settings. It's either on or off for your entire tenant witt

Malware API key,

Please refer to this page for documentation

Applications

—_ ——y
&x Dala

Emails
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@ Admin By Request

“ IMPORTANT: Click the Save button after Regenerating an API Key, to ensure this is the
key used to establish the connection to ServiceNow. A green tick icon will appear next to
the Save button when the action is complete:

=R

E/ NOTE: The API Key has been blurred out in the above example.
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@ Admin By Request

Breakdown of Tasks
Five tasks are covered in this manual:

Task A: Install Integration
Task B: Authorize Connection
Task C: Configure Flow

Task D: Assign User Access
Task E: Use Features

oW e
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Integration Tasks

Task A: Install Integration

The integration described in this document is made possible through a connection between
ServiceNow and Admin By Request via a custom-built ServiceNow application. The first Task
involves installing the app in ServiceNow.

1. Go to the ServiceNow Store, and select Integrations from the top menu:

servicenow | Store )
Apps and Solutions  ServiceNow Frod vcniunL:b Events

ServiceNow Integrations

Log In =

Digitize and cutomate departmental and cross-enterprise business processes by turning them
into powerful digital workflows that connect any systems, apps, and data — with ServiceNow
product integrations, IntegrationHub and Partner integrations.

Available on Store View Mare s
£ My Subscription
Browse integrations created by ServiceNow cind our partners. These integrations are available for purchase or download from

ServiceNow Store.

Offered By ~
Fartners
Serdsehow 3ClLogic CTI/Call eSignifi RapDev Chat Bot
3c Center Solution ,J Secmiessly integrots w Respond to Changes,
Release ~ Advanced CTI integration DocuSian with ServiceNow Recjuests, and Incidents
Paris with 3CLegics Cloud..
Suebes 3clogic Inc (2 2 8 8 4 General Metworks Corp... L2 S 8 8 RopDevic L8 2 8 8 4
Farme

2. Use the search box to search for Admin By Request. Scroll down to the Integrations
section, and select the Admin By Request app:

servicenow | Store O, Admin By Request é’ togin (=

Apps and Solutions ~ ServiceNow Products  Integrations  Innovation Lab  Events

Price A

free

e Integrations (24) View More 5
Additional Filters ~

Free Trial Admin By Request Cyberark-EPM-Plugin- DigiCert CertCentral

Saa Eliminarte local admmin rights a Manual-Request Manager

e CYBERARK ' digicert’ Issue es with ecse

Cyl KE 3 using Dig

Syspeople ApS Wt Cyberark Wy DigiCert Inc Wyt

oph Conractor

Built On Now )
Q
2
a8

Category A Password Safe External BeyondTrust Privileged T-Systems Connector o

Andlytics, Intelligence and l Credential Storage for.. l Identity External... SecmlessimbgrationEulia

Reporting Store Discovery credentials Store Discovery credenticls for T-Systems Customers

Dashcoards separats of ServiceNow..

BeyondTiust Corporation Yo Ve e Y v T-Systems Intemationol Yo vede Yo vy

Reporting
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@ Admin By Request

3. Inthe Admin By Request app page, select the Get button on the right-hand side:
servicenow  Store O, Acmin By Request loglh =
Asps rd Solutons  SeviceMow Products  Inegrations [nnovation Lob  Events
Back to Search Results

Admin By Request oo

Eliminate local admin rights
Contact Seller

Syspeople ApS
Compatibility: Rome, Guebec
Pricing Type
Integration
Free
Version -
- g
7 97 7Y 92 77 Mo Reviews shoreWith W f 13 ]
&
i
Dependencies and Licensing
View Dependencies and Licensing Requirements
= Product Details <% Rating ews
Compatibility
Rome
Quebec
Summary
Supporting Links and Docs

Seamlessly extend Admin By Request features into ServiceNow
tore Terme OF Use

Admin By Request is a comprehensive Privieged Access

. A on Terms Condition
Management (PAM) solution that el minates local edmin rights whike AP iption Terms and Gondtians
stll allowing users when they needit. &
simple ond intuitive roductivity is

maintoined, users are protected, and IT admins and rescurces are

elevoted access

Installation Guide

1 experience ensurs:

Adrin By Reques: User Portal

4. Follow the instructions on the screen to install the app in your ServiceNow instance.
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Task B: Authorize Connection

Data-sharing from your Admin By Request User Portal to ServiceNow requires a connection
between the ServiceNow application and the Admin By Request public API. Task B of the
integration process involves authorizing this connection.

5. Using the Filter Navigator search box, locate the Admin By Request app in your
ServiceNow instance;

|( Filter navigator

Admin B){

=

Admin By Request €—

6. Select Properties from the sub-menu:

Admin By

=

Admin By Request

Requests

Auditlogs

7. Inthe ABR Properties page, paste your API key into the API Key text box:

ABR Properties

Connection properties

APl Key (@

Select the datacenter that you have been assigned. ()

EU v
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@ Admin By Request

8. Click Save:

Save

E/ NOTE: The other eight fields on the page are automatically filled out based on
data pulled from your tenant when the API connection is established:

SErviCeNOW. senvice Management

Admin By Request ABR Properties
& * ~ Connection properties
ABRAPIKey (3)
Admin By Request
sssesese

Requests
Werslon of the ABR APl In ServiceNow. @

Auditlogs 116

Propertles.
After the AP| Key have been added the region Is automatically configured. (3)

Contact Support EU w

Licensing information.
Tenant name (%)

Test

Workstation seats. (3)

L}

Workstation usage. @

L]

Workstation license expiration. ()

Serverseats (3)

0

Server usage @

]

Server license explration. (3)
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Task C: Configure Flow

& Admin By Request

The Admin By Request / ServiceNow integration incorporates a pre-built Flow (also referred to
as Schedules in ServiceNow) designed to automatically get Admin By Request data into your

ServiceNow instance. This task covers the steps involved in enabling the Flow to run so that the
application can begin pulling the appropriate data.

1

=

Process Automation

Flow Designer #

¥ Flow Administration

Today's Executions

Active Flows

Using the Filter Navigator search box, locate and select Flow Designer:

El}‘ NOTE: The Flow Designer opens in a new window and may take some time to

load.

2. Inthe Flows tab, click the search icon underneath the main search menu:

now. | Flow Designer

Flows Javflows Actions

Search | Mame ¥ search

o
¥
(o} Name &

Auto Close Rewolved Cases

B kg .

Evaluator

Business process approval flow

Cancel rescurce plan request after

X hours

Admin By Request

Executions Connections  Help

Internal name Application Status
aulo_close_resolved_tases Cuslomer Service Draft

benchmark_r 1_evaluator Benchmarks Spoke Publish:
business_process_approval_flow Global Publish:
cancel_resource_plan_reguest_after x_hours Global Publish:

10 | ServiceNow Integration |

Active

true

ed  true

ed  true

ed  true

Updated

15-12-2020
13:36:32

31-10-2013
12:47:21

28-09-2020
07:06:13

25-09-2019
la:48:40

Updated by

admin_khs
admin
admin

system
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@ Admin By Request

Use the Application search box to locate the Admin By Request Flow:

Nnow. | Flow Designer

Flows Subflows Actions Executions Connections Help New ~
Search Name ¥ search
5 oAl
O\ Name & Internal name Application Status Active Updated Updated by
search search Admin By search Search search search
Auto Close Resolved . 15-12-2020 i
aute close resolved cases CustomerService  Draft true - admin_khs
Cases 13:36:32
Benchmark
. 31-10-2018
Recommendation benchmark recommendation evaluator Benchmarks Speke  Publishad true Trar admin
s
Evaluator
Business pracess 26-09-2020
” business_process approval flow Global Published true 5 admin
approval flow 07:06:12

The following Flow is displayed for the Admin By Request application:

o  Admin By Request - Update Audit Logs

Flows Subflows Actions Executions Connections Help

Search  Name ¥ Search

?’ All> Application Name starts with Admin By Request
O\ Name & Intenal name Application Status Active Updated Updated by

Search Search Admin By Request Search Search Search Search

Admin by Request -

Update Audit Logs admin_by_request__update_audit_logs Admin By Request Published true 2022-10-2503:09:33  aes.creator
Aations on selecled rows... v 1) to1of1

Click into the flow by selecting its name in the Name column. This opens the following
screen, displaying the sections detailed below:

¢ TRIGGER: Specifies if and how often the Flow is repeated.
o ACTIONS: Lists the actions performed in the Flow.

now. | Flow Designer [}

@ Flow x B

Admin by Request - .

t: Admin by Request - Update Audit Logs e Properties | Test | Executions

TRIGGER Data >

» .
@ Repeat every 0 day(s) 00 hour(s) 00 minute(s) 15 second(s) Flow variables

 Trigger - Repeat.

ACTIONS ( Run starcTime ) DaterTime
Admin by st - Update audit logs delta &
Retrie eated since last retrieval 1 - Admin by Request - Update audit logs delta
» (ction staws ) Object

.+ Add an Action, Flow Logic, or Subflow

ERROR HANDLER

If an erro

id here will run,

ccurs in your flow, the actions yol

Click the Activate button in the top right-hand menu.
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7. This opens a confirmation prompt. Click the Activate button in the prompt to enable the
flow to run:

Are you sure you want to
activate the flow?

Your flow will start running when the trigger conditions are met.

Don't show me this again

8. Upon successful activation, a Success message appears in the bottom right-hand corner
of the screen:

=

Success:
Flow activated successiully

9. Use the Home icon next to the Flow tab in the top left-hand menu to navigate back to
Step 1 of this task (i.e., Task C):

Flow Designer

Flow
@ Admin by Request ... *

Admin by Request - Get Requ... ‘e

TRIGGER
0 Repeat every 0 day(s) 00 hour(s) 00 minute(s) 30 second(s)
ACTIONS

1 @ Fast Track - Get Requests @
Delta update FastTrack requests
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10. To test successful connection (Task B) and Flow Configuration (Task C), navigate to the
Admin By Request Auditlog page in the ServiceNow app; listed here should be the
existing Auditlog data from your Admin By Request User Portal:

= o e [

(| ? All> Requested at=> 30-09-2021 23:59:59
103 Q, = Requested at = State = User
Self-Service
Search Search Search
Admin By Request
G 2021-10-25 09:36:29 Pending Approval Guest User
Requests
A 2021-10-25 08:30:58 Pending Approval Guest User
Auditlogs (——
(i) 20211022 15:04:50 Finished Guest User
Properties
S — i 2021-10-1711:34:05 Finished Guest User
P (i)  2021-10-1711:19:29 Denied Guest User
Skills @ 2021-10-1711:10:42 Finished Guest User

IMPORTANT: This assumes that you have existing Auditlog data in your Admin By
Request User Portal to be pulled through to ServiceNow.
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Task D: Assign User Access

Once the Flow is activated and the application is successfully pulling / updating data, access
needs to be granted to the appropriate users within the ServiceNow instance so that they can
interact with Admin By Request features. This task covers the process of creating a Group of
users and assigning them access using pre-configured ServiceNow Roles.

In this example, we assign an Example Approvers Group the Role of User, which allows them to
Approve or Deny Requests within ServiceNow.

1. Using the Filter Navigator search box, locate and select Groups (under Users and Groups):

4 \
| Users and Groupsl )
~. - @@

= *

System Security

¥ Users and Groups é—

Users

2. Click the New button in the top left-hand menu:

Users and Groups = Groups m Search Name ¥ | Search

= e (0 §F A

13 Q, = Name A = Description = Active

System Security

Search Search Search

‘W Users and Groups

@ Admins true
Users
Graups @ Analytics Settings Managers Group for all people who have the  true
Ana...
Roles Busi - )
@ usiness Application Approval group for Business true
Registration Approv... Application ...
Access Role Detail View
@ CAB Approval CAB approvers true
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@ Admin By Request

3. Fill out the fields as appropriate (i.e., according to your organizations preferences) and

click Submit:
= Group f .
M = e —
Mame Example Approvers Group email =
Manager Q. Parent Q.
Hourlyrate  kr v 0,00
Description These users are able to Approve or Deny Requests.
Type &

E%‘ NOTE: In the above example, only the Name and Description fields are filled out.

4. Search by Name in the top search bar to locate and select the Example Approvers Group
created in the previous step (i.e., Step 3):

=  Groups m 'I ExampleAppraversl

E] ? All>Name >= Example Approvers

£

Admin By Request

@]

~\

© © © O

= Name A

Search

Example Approvers

Fast Track Approvers

Inbox

LDAP Admins

= Description
Search

These users are able to Approve or
Deny ...

Syspeople Inbox

LDAP admins group

= Active

Search

true

true

true

true

= Manager

Search

(empty)

(empty)

Jesper Andersen

(empty)

= Parent

Search

(empty)

(empty)

(empty)

(empty)
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5. Inthe Roles tab in the bottom left-hand menu, click the Edit.. button:

= Group —
L | = Example Approvers ,y — oo Update Delete d

Name Example Approvers Group email =
Manager (o} Parent (e}
Hourly rate | kr v 000 #

Description These users are able to Approve or Deny Requests.

Type | &

Update Delete

Related Links

Add to Update Set

Roles = Group Members  Groups  Skills

= Role} m Search Created ¥  Search =

E| ? Group = Example Approvers

5:@3 O\ = Created = Role = Granted by = Inherits

No records to display

6. Use the Collection search box to locate the two pre-configured Roles for this application:

e Xx_syaps_abr.abr_admin: Users assigned this role have administrative access within
the application, which includes the ability to access all application features
(Requests, Auditlog) and the Properties page.

e x_syaps_abr.abr_user. These users are able to access and interact with the Admin
By Request Auditlog and Requests features (i.e., view / manage Auditlog data and
Approve or Deny Requests).

AddFilter | Runfilter (2)

-- choose field -- ¥ | -—-oper— v  —value—
Collection Roles List
@\ ¥_syaps_abr.abr ) Example Approvers
¥_syaps_abr.abr_admin —None—

x_syaps_abr.abr_user

e "(EI m
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7. Select the User Role (i.e., x_syaps_abr.abr_user) and click the right-facing arrow button to
assign the Role to the Example Approvers Group:

AddFilter | Runfilter ()

- choose field - ¥ --oper- v  —value-—
Collection Roles List
O\ x_syaps_abrabr Example Approvers
e a0 ebreadmin - —None— -

{x_syaps_abrabr_user

Cancel m

Name x_syaps_abr.abr_user

8. The Role appears under the Group name in the right-hand field. Click Save:

Add Filter | Runfilter ()

- choose field - ¥  -—-oper- ¥ | —-value--
Collection Roles List
O\ ¥_syaps_abr.abr Example Approvers
x_syaps_abr.abr_admin - x_syaps_abr.abr_user - e—
>
4
Cancel

Name x_syaps_abrabr_user

9. Users can now be added to the Group in the same process used to assign Roles. Return
to the Group page, and use the Edit.. button in the Group Members tab:

Roles | Group Members roups ~ skills

= | Group Membe! earch = User ¥ search

El ? Group = Example Approvers

@ O\ = User

No records to display
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10. Use the Collection search box to locate the users for the Group, and the right-facing
arrow button to add them to the Example Approvers Group.

Roles can also be assigned to individual users. Navigate to Users from the
Filter Navigator search box (under Users and Groups) and follow a similar process
to what is described in this Task (i.e., Task D) to assign the appropriate Role to the
user.
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& Admin By Request

Task E; Use Features

Once the correct Roles are assigned, users are able to access Admin By Request data through

the integrated features: Auditlog and Requests. Task E covers how to use these features within
the ServiceNow application.

=7 NOTE: This Task is demonstrated from the viewpoint of regular user in the ServiceNow
instance (i.e., a member of the Example Approvers Group assigned the Role of Userin
Task D) as opposed to an administrator (the Role required for Tasks A through D).

Auditlog

1. Using the Filter Navigator search box, locate the Admin By Request app and
select Auditlog from the sub-menu:

Admin By

Admin By Request

Requests

2. The Auditlog page displays all of the recent Auditlog data from Run As Admin and
Admin Session Requests. Information includes:

e State This could be 'Pending Approval', ‘Denied’, ‘Open’, or ‘Finished'.
e Type Either ‘'Run As Admin' or ‘Admin Session'.
o Applicatiornr The application that the user requested to Run As Admin.

=7 NOTE: There are no applications listed in this column for Admin

Sessions because multiple applications may have been accessed
during this time.

e Scan Result This column displays ‘Clean’ unless the VirusTotal scan has
flagged malware.

(See example below)

= hudits Search | Stare ¥ Search 1 ta20of 25 B BB
=R
& O = State =Teer = Email =Type = Tomputer Name = ppplication = Scan Result
-~ TastTrack Software TTVANIO-AALDORG- TWinCAT 3.1 FULL setup
@ e supponatssracksofunre - !
(i)  Ensned Support upportefastracksefiware.com  Rur As Admin DENMARE package Clean
P FastTrack Software R .. admin FTVINI0-2ALEORS-
@ owwd supporl@festiracksliuarecom (o ——— Clea
- Fastirack Software FIVINIG-AALBORS-
) Einished support@tastiracksoftuare.com  Rur fs Admin ick hssist Clean
© suppor ot ok @
FaulTrack Suflware support@fastiracksoftware.com  Run AsAdmin FTWINIO-AALEORG- TwinCAT 3.1 FULL selup Clean
wpportafasttracksefiware.c fs Admi .
supoort pRene DENMARK package
FastTrack Sofrware FTWININ-ARAI RORG- Windews Command o
min lea
Supporl DENMARK Processar
® 1 FastTrack Software I~ — FTWWINIO-ZALBORG- — &
B inishe e support@hostiracksofiwarecom  Rur s admin 00 olepa an
A e FastTrack Software N L FTVINIARLBORS Windews Command
(i)  FEinished support@fastracksafware.com  Rur As Admin Clean
Support DENMARK Processor
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@ Admin By Request

3. Select an item in the list using the State column to view the available data for that
Auditlog entry. Available data may include some or all of the following:

Admin By Request

¢ == Audit-FastTrack Software Support

User

Email

Phone

Application

Preapproved

Reason

Denied Reason

Requested at

Response Time

FastTrack Software Support

support@fasttracksoftware.com

TwinCAT 3.1 FULL setup package

29-07-202113:42:58

= AuditLogActivities Search Activity ¥ | Search

? Audit Log = FastTrack Software Support

B O = Activity

= Application Name

(©  Elevoted Privilege Beckhoff TWinCAT 3.1 (Build 4024)
@ Elevated Privilege Windows Command Processar
(0  Elevated Privilege TwinCAT 3.1 FULL setup package
(0  Elevated Privilege Microsoft Visual Studio 2019
Actions on selected rows... v

Type Run As Admin

State Finished

ScanResult | Clean

Virus Total  https://www.virustotal.com/latest-
scan/4D3ECI0494DTAOBE31CEBTESFB2BEER

BASOF33A992083BBEBBE2ETFCA32FIDC2

Start Time

End Time

1 todofsd =
= Path
C:\Users\FastTrackSoftwareSup\AppData\Lo...
C\Wwindows\SysWOWed\cme.exe
Ci\Users\FastTrackSoftwareSup} Downloads...
C:\Program Files (x88)\Microsoft Visual ...
1 todefd

IMPORTANT: If logged in to your instance as a ServiceNow administrator
(not just an application admin), Auditlog data can be edited and updated
manually by making the desired changes to an Auditlog entry and clicking
the Update button (however, editing Auditlog data is not recommended):

Update Delete

4. Selecting an item in the Activity column (from the Audit Log Activities section,

bottom of page) displays further information, such as the file path:

= | AuditLogActivities ®ggarch  Activity v | Search

]
& O = Activity

N

(i) Elevated Privilege Beckhoff TwinCAT 3.1 (Build 4024)
@ Elevated Privilege Windows Command Processor
@ Elevated Privilege TwinCAT 3.1 FULL setup package
@ Elevated Privilege Microsoft Visual Studio 2019
Actions on selected rows... v

F audic Log = FastTrack Software Support

= Application Name

1 todofd =
= Path
C:\Users\FastTrackSoftwareSup\AppData\ Lo.
C:\Windows\ SysWOWE4\cmd.exe
C:\Users\FastTrackSoftwaresup\Downloads)..
C:\Program Files (x86)\Microsoft Visual ...
1 todof4
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@ Admin By Request

{ == AuditlogActivity - Created 19-08-2021 12:17:07

Activity Elevated Privilege Application Name Windows Command Processor

Path C:\Windows\SysWOW64\cmd.exe

Audit Log FastTrack Software Support

Requests
1. Select Requests from the FastTrack - Admin By Request sub-menu:

Admin By

=

Admin By Request

Requests

Auditlogs

2. The Requests page displays all of the Requests made by users that are pending

= Requests  Search | State v | Search 1] o20f2
= D All-state - Pending Approval
B Q Sstate s = User = emall =Type = Computer Name Sapplication  =ScanResult = Updated
Admin By Request
Pand Fastirack Run 4 FTWIN10-241 BORG 008707
~  Fending o un s 00 1041 BORG- -0
seltware supzon@fastiracksoftware.com windows Notepad  Clean
Requests @ Approval = Admin CENMARK . i 135433
suppert
Auditlogs FasiTrack R
Run s FTWIN10-AALBORG- 19082021
@ Software supmon@stiracksofltware.com Microsolt Edge Clean o
Admin CENMARK a50:73
Suppert
Actons en selectd rows v 1 w2

3. Click into an item in the list by selecting Pending Approval in the State column:

[ ? All> State = Pending Approval

@ Q = State A = User = Email = Type = Computer Name = Application = Scan Result = Updated
FastTrack
Pending Run As FTWINL0-AALBORG- ) 19-08-2021
@ Software support@fasttracksoftware.com N Windows Notepad  Clean
Approval Admin DENMARK 13:54:23
Support
pend FostTrack Run A FTWINLC-AALBORG 18082021
@ LI Software support@fasttracksoftware.com U R : Microsoft Edge Clean
Approval Admin DENMARK 13:54:23
Support
Actions on selected rows... v

1 tozof2
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Admin By Request

@ Admin By Request

Information about the Request is displayed. Click the Approve button to Approve

the Request:

{ = Request-FastTrack Software Support

User
Email

Phone
Application

Application

Reasen

‘ Apprave I Deny

FastTrack Software Support

support@fasttracksoftware.com

3333333333

Windows Notepad

notepad test

State

Type

Scan Result

Virus Total

o - | - R

Pending Approval

Run As Admin

Clean

https:/iwww.virustotal.com/latest-
scan/DEBSBODGTE4AF84BB0TFASDS4631CEED

ATBTFE3BETCDA11CO016992F54ABADDA

@

El}' NOTE: The user who made the Request will receive an email from Admin
By Request that their Request has been Approved. When the Request is
complete, the details will be available in the Auditlog in ServiceNow.

To Deny a Request, click into the Request and select the Deny button:

{ == Request-FastTrack Software Support

User
Email

Phone
Application

Application

Reason

FastTrack Software Support

support@fasttracksoftware.cam

333.233.3333

Windows Notepad

notepad test

State

Type

Scan Result

Virus Total

22 | ServiceNow Integration |
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Pending Approval

Run As Admin

Clean

hittps:/fwwwirustotal comilatest:
scan/DEBSBO0GTE4AFB4BBOTFA3DBAE31CEES

478TFB3BETCDALLCO016392F54AB4DDA
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@ Admin By Request

6. A confirmation window appears following this action. Click Yes to Deny the
Request, with the option of stating a reason for denial.

Deny Request

Are you sure you want to deny this request?

feptional, state reason for denial

E’}’ NOTE: The user who made the Request will receive an email that their
Request has been denied, with the reason included (if reason was given).
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Troubleshooting

1. Failure to Establish API Connection
Regenerate the API Key in your Admin By Request User Portal and ensure you have
clicked the Save button (the green tick icon appears upon successful save). Replace
the API Key in the ServiceNow Properties page and click Save. Ensure the “Properties
Saved" message appears at the top of the page.

2. No Auditlog or Request Data Coming Through

e Ensure the Flow has been configured correctly (Task C in this manual). Go
to the Flow Designer, locate the Admin By Request Flow, and ensure all
three are Active. Check that the Trigger is set to a reasonably short
interval (i.e.,, not a long period, e.g., two hours).

e Ensure there is data in your Admin By Request User Portal to be pulled
through to ServiceNow. If no data exists in Admin By Request, create
some test data by making a and consuming a request on the endpoint.

3. Unable to Access ServiceNow Features
Ensure the account you are signed in to in ServiceNow has the appropriate
administrative permissions enabled to access the features required for this
integration. (Admin access is required for Tasks A through D.)

For any issues unable to be resolved using the steps above, contact Admin By Request by
creating a Support ticket; select the Email us button above the logo in the main menu of your
Admin By Request user portal:

‘. +1262-299-4600 - &

By Request

For issues unrelated to the Admin By Request application, contact ServiceNow.
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