® FastTrack Software

&) Admin By Request

APl REQUEST APPROVAL

How to retrieve and approve requests through the API



Software

Table of Contents

0L e 1 ot o T o 3
L = U 3
(O L = =T e [V =T RN 4
APPIrOVING FEQUESES ....ceeiiiieeniienrcntriiesnntiscssonnssossossassssssssssssssnsssesssssassssssssssossonsssssssssassosssssssssssnnssss 5
LT o147 - 1 T 6

FastTrack Software 2 | Approving Requests Through Public API



@ FastTrack Software

Introduction

The purpose of this document is to demonstrate, how requests can be retrieved and approve from an
external system. The goal is to empty the request queue on an interval and approve or deny requests
that are already stored in the external system. The scenario could be to make a recurring job in
ServiceNOW and then add buttons on tickets to approve or deny requests.

The public REST APl is explained on this page: https://www.adminbyrequest.com/PublicAPI

The APl exposes the same features as you can find in the portal and the mobile app. There are three
areas: Auditlog, Requests and Inventory. The details and fields of each API can be found here:
https://www.adminbyrequest.com/Docs/API/Auditlog.aspx
https://www.adminbyrequest.com/Docs/API/Requests.aspx
https://www.adminbyrequest.com/Docs/APl/Inventory.aspx

Set up

The first step is to generate an API key. By default, your tenant data are not exposed to the public API.
You have to generate a new key and use to get the data. Note that the APl has brute force protections in
place, so it's safe to open the API.

Authorizatior PRIVACY DATA RETENTION API ACCESS

| Endpoint About APl Access

Applications P

Once we have this key, we can make a call to the API using the API key as the “apikey” header. We will be
using the free Postman (https://www.postman.com/ ) to demonstrate the use. Here we have called the
Auditlog API to get entries.
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Getting requests

Requests will appear in the “Requests” top menu in the portal as shown here:

c.
&

Pending Approval Requests

Users will be netified by email of approval or denial. Reguests will drop cut of the list after two weeks. If the user doesn't use an
approve request within two weeks, the approvalwill also expire. You can approve or deny requeasts using the mobile app

PENDING (1) APFROVED (0) DENIED (1) QUARANTINED (0)
08-06-2021 11:25:27 - FastTrack Software Support o
Email: suppeortafastiracksoftwarecom - Phone: 333,333,3333 - Computer: ETWINIc-AAL BORG-DENMARK

= Requesting to run Windows Command Processer 10.0.21390.1 (WinBuild1€o101 0800) from Microsoft Corporation
» [ile: cmdexe + Metadefender: Clean « Virustotal Hun check
= Reason: Need to run a cmd

To get a list of pending requests for approval, we need to call the Requests APl indicating that we are

only interested in “Pending” states. The URL is then (dc1api for Europe and dc2api for US tenants):
https://dc1api.adminbyrequest.com/requests?status=pending

This will give us a list in json format with all the same information that is shown in the portal:
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GET w https://dclapi.adminbyrequest.com/requests?status=pending
Params @ Auth @ Headers (7) Body Pre-req. Tests Settings Cookies
Headers <@ 6 hidden
KEY VALUE DESCRIF ooe Bulk Edit Presets -
apikey b863e0ffc89948f98415e2622afab6f3
Key Value Description
Body Cookies Headers (9) Test Results &h 2000K 519ms 131KB Save Response v
Pretty Raw Preview Visualize JSON = m Q
1 [ |
2 {
3 "scanResults": [],
4 "id": 65430027,
5 "traceNo": "46142793",
6 "settingsName": "Global",
T "type": "Run As Admin“,
8 "typeCode": @,
9 "status": "Pending approval”,
18 "statusCode": 4,
i & "application”: {
12 "file": "cmd.exe",
13 "name": "Windows Command Processor”,
14 "vendor": "Micresoft Corporation”,
15 "version": "1©.@.21398.1 (WinBuild.leelel.esee)",
16 "sha256": "61B4C38792F586995F8E1B8ES35B2DEIDECT7941A71IASTFCIALI269D2E1E3164CD",
17 "scanResult": "Clean",
18 "scanResultCode": @,
19 "threat": null,
20 "virustotallLink™: "https://www.virustotal.com/latest-scan/
61B4C38792F586995F8E1B8E935B2DE1IDACT941ATIASTFCIAL269D2E1E3164CD"
21 Ta
22 "usep™: {
23 "account™: “AZUREAD\\FASTTRACKSOFTWARESUP",
24 "fullName": "FastTrack Software Support”,
25 "email": "support@fasttracksoftware.com”,
26 "phone": "333.333.3333"
27 Ta

Approving requests

Notice that each request has an “id” field. This field is used to perform an approve or deny request as

explained in the documentation he

Resources

https://dc1api.adminbyrequest.com/requests
https:/idc1api.adminbyrequest.com/requests/{id}
https://dc1api.adminbyrequest.com/requests/{id}

https://dc1apl.adminbyrequest.comirequests/{id}

FastTrack Software

re: https://www.adminbyrequest.com/RequestsAPI

Returns an array of requests GET
Returns one request GET
Approve request. If request is already approved or started, nothing happens PUT
Deny request. If request Is already approved or started, nothing happens DELETE
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So all we have to do is to make a simple PUT request with the ID:

PUT v https://dclapi.adminbyrequest.com/requests/65430027

..and the request is now approved and the user is notified accordingly. It's that simple!

' = Pending Approval Requests

. » Users will be notified by email of approval or denial Reguests will drop out of the list after two weeks. If the user dossn't use an

approve requast within two weeks. the approval will also expire. You can approve or deny requests using the mobils app =

PENDING (0} APPROVED (1) DENIED (1) QUARANTINED (0)
08-06-2021 11:25.27 - FastTrack Software Support
Email: supportafastiracksoftware.com « Phone: 333.333.3333 + Computer ETWIN1c-AALBORG-DENMARK
« Requesting to runWindows Command Processor 10.0.21390.1 MWinBuild16o101.0800) from Microsoft Corporation

» File: cmdexe - Metadefender: Clean + Virustotal Bun check

+ Reason: Need to runa cmd

Keeping state

So how do you only get new requests? The easiest way is to store the highest id you have received
before and use this for the next calls. Here are the filters for the Requests API:

Filters (query string parameters)

status Onily gat request of a cartain type {possible values: Pending. Denied, Approved, Quarantined) int
startid The starting |0 you wish to recelve, Gan be used for Incremental offload of data to your own system Int
take Maximum numbser of resources to retunn, Default is 50 to presenve bandwidth, maximum is 1000, For queries with mone than 1000 records, paginadion is mandatory int
Izt Entries are ratriave in ascending order. Last returns the [atest X number of entries in descending order. Maximum is 1000, Take and startid cannot ba combined with last. int
wiantacandetalls Use this filter, If you wish to recatve detalled lists of scan results, The default is 1o give you the overall result only bit
reasan Gan be passed when denying a request shring
deniedby Can ba passed when denying a request - this has to be an email address that matches a portal user, otherwise it will be ignored string
approvedoy Can be passed when approving a request - this has to be an emall address that matches a portal user, otherwise it will be ignored atring

to your own system, |

Let's say the last request we received was 65430930. Then we add one (since we already received
65430930) and use as startid, meaning that we only want to see any requests with an id higher than
65430930:

GET w  httpe:idzapi zdminbyrequest. comireguests?etantid =554 30921 m

Questions?

Feel free to contact us. If you do not have a direct contact at FastTrack Software, feel free to create a
support ticket at https://www.adminbyrequest.com/Support
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