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@ Admin By Request

Introduction

Microsoft Sentinel offers various ways to consume data from different sources. As Admin By Request
provides public REST APIs for pulling Auditlog and Events data (see the documentation here), it's an easy
task to leverage the power of Azure Logic Apps to consume the APIs and forward each new entry to an
Azure Log Analytics Workspace for further Sentinel consumption.

We've created an Azure Logic App that requires very few changes before having you up and running with
Admin By Request Auditlog and Events data in your Microsoft Sentinel setup. This manual provides a
step-by-step guide on how to configure the integration.

Assumptions
The tasks described in this manual assume that the user has access to their Azure Portal, Admin
By Request User Portal, and some familiarity with both environments.

Prerequisites
To enable this integration, you must first:

1. Obtain your Admin By Request API Key. This key can be self-generated through your
Admin By Request User Portal via Settings > [0S] Settings > Data > API:

By Request : & -

ertain domain users or computers
ere

PRIVACY RETENTION WEBHOOKS APl

Authorization
APl Access About APl Access
Endpoint e,
AP m = “\ APl Access allows you to extract your data through our public AP

Lockdown

on or off for your entire tenant with

S o ;
Malware . the same API key
|
J Please refer to this page for documentation

Applications
&« Data é%—-'

Emails

“ IMPORTANT: Click the Save button after Regenerating an API Key, to ensure this
is the key used to establish the connection to Azure. A green tick icon will appear
next to the Save button when the action is complete:
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The API Key has been blurred out in the above example.

2. Have access to a Log Analytics Workspace to store your audit log entries for Sentinel.
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Integration Tasks - Auditlog Data

Breakdown of Tasks

Seven tasks are covered in this section:

No vk~ wN =

Task A: Set up Log Analytics Workspace
Task B: Create new Azure Logic App
Task C: Paste in JSON Code

Task D: Enter Parameters

Task E: Understand the App Flow

Task F: Configure Loop Entries

Task G: Test the Integration

Task A: Set up Log Analytics Workspace
A Log Analytics Workspace is the management unit which allows you to store, query, and retain
data pulled in from other tools - in this case, Auditlog data pulled from your Admin By Request
User Portal. Task A involves setting up this storage unit for use in subsequent tasks.

1.

@ Admin By Request

Log in to your Microsoft Azure Portal, and select Create a resource from the Home page

or the side menu:

(- createa resm.r N
A Home
Ef Dashboard

= All services

* FAVORITES

i3 Al resources

[%] Resource groups
A Quickstart Center
'»3 App Services

<> Function App

B sQL databases

% Azure Cosmos DB

_ ol i

Welcome to Azure!

Don't have a subscription? Check out the following optior

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

B virtual machines
&

¥ Load balancers
= Storage accounts

Azure services

=

7 Createa
\_resource

4> Virtual networks
» Azure Active Directory

r,:\ Monitor

@ Advisor
Q' Microsoft Defender for
Cloud

© Cost Management + Billing Resources

- 4 _—
Quickstart Virtual
Center machines

2. Use the search box to search for and select Log Analytics Workspace from the drop-

down menu:

Admin By Request
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@ Admin By Request

Home >

Create a resource

Get Started | £ Log Anal %] i Getting Started?

Log Analytics Workspace

Recently created

Log Analyzer
Categories
FortiAnalyzer Centralized Log Anzlytics

Al + Machine Learning

Azure Log Analytics Agent Health
Analytics
HPE OneView for Azure Log Analytics (v1.4.0)
Blockchain
Compute + Azure Cosmos DB
Cantainae (g Create | Docs | MS Learn
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@ Admin By Request

3. Select Create:

m Log Analytics Workspace © st ravorites
=I Mi f
icrosoft

* 3.5 (21 Azure ratings)

Flan
Log Analytics Workspace v @

4. Fill out the Project details, and in the Instance Details section, give the Workspace a Name
and select the appropriate Region from the drop-down menu:
Project details

Select the subscription to manage deployed resources and costs, Use resaurce groups like folders to arganize and
manage all your resources.

Subscription * (D | Azure subscription 1 ~
" Resource group * (& | (New) Sentinel-Test v |
Create new

Instance details

Name* @ || SentinelLogs iy |

Region * (D || Australia Seutheast w |

E,7 NOTE: In the above screenshot, we have created a new Resource group called
Sentinel-Test for the purpose of this demonstration.

5. Select the Review + Create button at the bottom of the page:

Review + Create

6. When validation has passed, select Create, and wait for deployment to complete:
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@ Admin By Request

Task B: Create new Azure Logic App
An Azure Logic App is needed to consume the Admin By Request Auditlog APl and forward each
new entry to the Azure Log Analytics Workspace created in Task A.

1. Navigate to Resource groups and select the Resource Group used in Task A from the
Recent list under Resources - in this example, Sentinel-Test:
Resources

Recent  Favorite

MName

|P SentinelLogs

See all

2. Once in Sentinel-Test, select the Create button:

(%) Sentinel-Test =

Resource group

|,.U Search (Ctrl=/) ‘ & 3 Manage view Vv ]Ili] Delete resource group

[ Overview = A Essentials

=] Activity log Subscription (move) : Azure subscription 1

Aq Access control (IAM) Subscription 1D : 1d0f650d-d33b-4472-8e18-1099f4146df1
ags (edit) . Click here to add tags

¢ Tags Tags (edit) Click | 1 gs

3. Use the Search bar to locate and select Logic App from the drop-down menu:

Create a resource

Get Started I/‘ Logic App

Recently created Integration Service Environment

Logic App
Categories "

KogSistem Azure Logic Apps Management

Al + Machine Learning
Logic Apps Management (Preview)

Analytics
Logic Apps B2B
Blockchain

4. Click Create:

Logic APpP © add tofavorites

Microsoft

W 3.2 (22 Azure ratings)

Plan

Logic App v | Create D

Admin By Request 8 | Microsoft Sentinel Integration L PM-MS |



@ Admin By Request

5. Inthe Plan section, select your Plan type. In this example, we use Consumption:

Plan
The plan type you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more
Plan type * O Standard: Best for enterprise-level, serverless applications, with

event-based scaling and networking isolation.

N .
(./I Consumption: Best for entry-level. Pay only as much as your

WOTIKIIOW runs.

@ Looking for the classic consumption create experience? Click here

6. Inthe Instance Details section, enter a Logic App name (in this case, Sentinel-Logic-App)
and select the appropriate Region:

Instance Details

Logic App name * | Sentinel-Logic-App o
Region * I[ Australia Southeast v ]
Enable log analytics * O Yes @ No

7. Select the Review + Create button, followed by Create.

8. Once deployment is complete, click Go to resource:

@ Your deployment is complete
Deployment name: Microsoft. Web-LogicAppConsumption-Portal-2...

"% Subscription: Azure subscription 1
Resource group: Sentinel-Test

v Deployment details (Download)
. Next steps
Setup log analytics for your app. Recommended

{ Gotoresource )
———
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Task C: Paste in JSON Code

To get the app behaving how we need it to for this integration, you need to replace the default
code in the Logic app code view with the JSON code we have written - access it here.

@ Admin By Request

1. Inthe Logic Apps Designer page, select the app you created in Task B from the top menu
(in this case, Sentinel-Logic-App):

Home > Microsoft. Web-LogicAppConsumption-Portal-2207b2d0-b993 »{( Sentinel-Logic-App >

Logic Apps Designer

2. From the left-hand menu, under Development Tools, select Logic app code view:

Development Tools

als Logic app designer

@TLogic app code view

Y versions

@ APl connections

&> Quick start guides

3. Open the Admin By Request JSON code (found here) and select and copy all. Navigate
back to the Logic app code view in Azure, and replace the existing code with the code
copied from the JSON file:

[&] save X Dpiscard [> RunTrigger ~ &fa Designer

511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
539
531
532
533
534
535
536
537
538
539
548
541

4. Click Save:

L
"contentVersion": "1.8.8.6",
“outputs”: {},
"parameters": {
"ApiKey": {
“defaultValue": "xxxxxx"“,
"type*: "String"
b
"LogName": {
“defaultValue": "AdminByRequestlLogs",
“type": "String"

}
1
"triggers": {
"Recurrence”; {
“evaluatedRecurrence": {
“frequency"”: "Day",
“interval": 1,
"startTime": "2022-06-22715:00:002"
L
"recurrence": {
“frequency": "Day",
“"interval®: 1,
"startTime": "2022-96-22T715:00:00Z"
b
"type”: "Recurrence”
}
3

“parameters": {}

X Discard

Admin By Request
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By Request

The Admin By Request API Key (found in the Prerequisite section of this document) is used to
establish a connection between the Azure Logic App and your Admin By Request User Portal.

1. From the left-hand menu, under Development Tools, select Logic app designer:
Development Tools
Logic app designer
</> Logic app code view
B versions
@ APl connections

Quick start guides

2. From the top menu, select Parameters:

¢/> Code view [ [@] Parameters E‘ Templates

3. The two parameters required for the integration are:

e Apikey - String: The AP| Key obtained from your Admin By Request User Portal
(see Prerequisite).

e LogName - String: The name you would like for the custom log in your Log
Analytics Workspace.

In the Default Value field for each of these parameters, replace the placeholder text with
the appropriate / desired value:

Mame * I ApiKey ‘ P

Type * | String i ‘

Default Value

Actual Value

Name *

LogMName ‘ h

Type * I String “w ‘ :

Default Value

AdminByRequestlogs ‘

Actual Value

In the above screenshot, the API Key is blurred out, and we have used
AdminByRequestLogs as the LogName.
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4. Select the Save button in the Logic app designer:

Save >< Discard

5. Close the Parameter window by selecting the X in the top right-hand corner.
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@ Admin By Request

Task E: Understand the App Flow

In this Task, we take a look at what's going on ‘behind the scenes’ - at API calls, variables, and
loops involved in the preconfigured app flow.

The app flow has nine segments arranged as follows:

| a Recurrence

-4

| ' Initialize deltaTime

variable

!
1

I Call ABR Sentinel API

4

l

| Parse AP| data

-

u Initialize

newDeltaTime
variable

|

R

l

. Initialize apiEndpoint
variable

4

l

| B} cant the ABR Audit AP

-

| Parse JSON

4

i Loop entries
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@ Admin By Request

Recurrence - This tells the app when it should run. In our example we've set up a

recurring trigger that runs once every day. You can replace this trigger with whatever

works best for your setup.

Recurrence

*Interval * Frequency

‘ 1 ‘ ‘ Day N ‘
Start time 2022-06-22T15:00:00Z ‘ X

\ Add new parameter A ‘

Initialize deltaTime variable - In order to call the Admin By Request Audit API, we need
a variable containing the ‘from’ ticks. Basically, telling the Audit API to ‘give me all audit
logs since this time'. This is defaulted to the number of ticks representing DateTime.Now.

Initialize deltaTime variable

*Name I deltaTime ]

*Type I Integer

ticks(...) x ‘

Value

Call ABR Sentinel API - Since Logic Apps don't hold any state, we need some way of
storing the last time the Audit APl was called for a given API-key. We've created an API
endpoint that allows you to do just this. We simply call the SetDeltaTime endpoint with
your API Key and the deltaTime variable, and the API returns that value for when the
Audit endpoint was last called - and it stores the new value, so that the next time the
Logic App runs, it has the correct tick-values to ensure that you don't get any duplicate

entries.
Call ABR Sentinel API
*Method ‘ POST hd ‘
*URI https://sentinel.adminbyrequest.com/Audit/SetDeltaTime ‘
Headers ‘ Enter key | Enter value ‘ i
Queries ‘ Enter key | Enter value ‘ i
Body {
“Apikey”: "M@l ApiKey x "
"TiCkSH3 deltaTime x
}
Cookie ‘ Enter HTTP cookie |
Add new parameter e l

Admin By Request
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@ Admin By Request

e Parse APl Data - The result from the API needs to be parsed in order to use the
resulting variables.

» Parse API data

Parameters Settings Code View Run After
*Content Body x
*Schema
{

"properties”: {
"apiEndpoint": {
"type": "string"
}s
"success": {
"type": "boolean"
1.
"ticks": {

. TP T .

Use sample payload to generate schema

¢ Initialize newDeltaTime and apiEndpoint variable - With the values from the
SetDeltaTime endpoint, we need to store two variables: newDeltaTime and apiEndpoint.
These variables hold the tick-value for when the Audit APl was last called, as well as the
Admin By Request endpoint to call for Audit logs.

>? Initialize newDeltaTime variable

Parameters Settings Code View Run After

*Name I newDeltaTime l

*Type I Integer N l

Value m ticks x ‘

” Initialize apiEndpoint variable

Parameters Settings Code View Run After
*Name l apiEndpoint ‘
*Type l String v ‘

Value m apiEndpoint x ‘

Admin By Request 15 | Microsoft Sentinel Integration | PM-M S|



@ Admin By Request

e Call the ABR Audit API - Now it's a matter of calling the Admin By Request Audit
endpoint with your API Key, as well as the newDeltaTime variable.

» Call the ABR Audit API

Parameters Settings Code View Run After
*Method ‘ GET N ‘
*URI m apiEndpoint x ,/auditlog/delta?deltaTime: newDeltaTime x ‘
Headers apikey N Apikey x X [
Enter key Enter value
Queries ‘ Enter key | Enter value ‘ m
Body ‘ Enter request content ‘
Cookie ‘ Enter HTTP cookie ‘
\ Add new parameter hd l

e Parse JSON - The next step parses the response from the Audit APl as JSON using a
schema based on the response type from the Audit API (view the Auditlog API
documentation for more information on this).

&8 Parse JSON ®

*Content Body x ‘

*Schema

{

"properties”: {
"entries": {
"items": {
"properties": {

"application": {

"properties": {

"file": {
"type": [

PR i u

Use sample payload to generate schema

e Loop entries - The final step in the app flow simply loops through every entry from the
Audit call. Here you decide what to do with the data. (See Task F, below.)
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Task F: Configure Loop Entries
In order to send data to your Azure Log Analytics Workspace, you must add an action for each
entry in the dataset.

1. Select the Loop entries segment of the app flow and click the Add an Action button:

Loop entries

*Select an output from previous steps

entries x

2. Inthe Choose an operation section, use the search box to locate and select Azure Log
Analytics Data Collector:

E Choose an operation X

| /O Azure Log Analytics

For You All Built-in Standard Enterprise Custom

B O0®0

Azure Data Azure Log Azure Log
Explorer Analytics Analytic:

Azure Log Analytics Data Collector

“ IMPORTANT: Be sure to select Azure Log Analytics Data Collector, rather than
Azure Log Analytics (to the left in the screenshot above).

3. Select Send Data under the Actions tab:

Azure Log Analytics Data Collector X

| &~ Search connectors and actions

Triggers Actions
' N Send Data
mmd Azure Log Analyfics Data Collector ©

“ IMPORTANT: After clicking Send Data, you may be prompted to create a
connection. If so, follow the steps below (steps 4-7). Otherwise, skip to step 8.
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If prompted to create a connection, in the Connection name field, choose your desired

name - in this case, we've used AzureLogConnector:

Azure Log Analytics Data Collector

*Connection name
AzureLogConnector

‘ The unique identifier of the Azure Log Analytics workspace

*Workspace ID

‘ The primary or secandary key of the Azure Log Analytics workspace. |

*Workspace Key O

5. To locate the Workspace ID and Workspace Key, open your Log Analytics Workspace (i.e.,

SentinelLog) in a new tab and select Agents Management un

hand menu:
Settings

Lacks

Agents managemen )
gens om‘iu ra|on
Custom logs
Computer Groups

» Data Export

6. Copy the Workspace ID and Primary key values from this pag

Workspace ID €—

der Settings from the left-

e:

|

D

Primary key — &—

D

Regenerate

7. Navigate back to the Logic App, paste the keys into their corresponding fields in the Azure

Log Analytics Data Collector window, and select Create:

Azure Log Analytics Data Collector

*Connection name

AzurelogConnector

*Workspace ID ©

........................................................................

“Workspace Key (O II

Create

Admin By Request 18 | Microsoft Sentinel Integration L
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@ Admin By Request

8. Inthe JSON Request body field, select Add dynamic content, and in the Expression tab,
enter item() and click OK:

Loop entries

Sebect an output from previous steps

ENras
Send Data o -

JSOM Request bedy

Add gynamic cortent [l 4

Add an expression to do basic things like access, Hide
* Custorm Log Name Mame of the custom log. conve d compare values. Learn mere about

dynamic content,

Add new parameter

Change connection. Dynamic content Expressian

Connected 1o MyAzurelog

S iten()

i Add an action @

E/;' NOTE: This selects the current item in the JSON loop and adds it as the request
body.

9. Inthe Custom Log Name field, select Add dynamic content, and in the Dynamic content
tab, locate and select the LogName parameter:

Locp entries

* Seloct an output from previous steps

entries x

E Send Data 2
';::.-\{ ".‘\‘:id?'.' I.X.‘ﬂ; n i‘EmO *

*Custom Lag Mame ﬂ LogName x |

Add dynamic coment [l 4 Add dynamic content from the apps end connectars Hide

used in this flow.

Add new parameler " |

Dynamic content Exprassicn

Connected te MyAzurelogConnectar. Changs connection.

[ K search dynamic content

I Ade an actlon
Paramelars

Apikey

10. Select the Save button to save your app.
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Task G: Test the Integration
1. Select Run Trigger > Run from the top menu:

X Discard  [> Run Trigger (bfmn

E,7 NOTE: You may need to wait a few minutes for the flow to complete. When
successful, it should look something like the following:

J

o1 [, B ©

E4d |nitialize deltaTime variable 0Os |
\L ©

Call ABR Sentinel API 4s |
N °

LESY Initialize newDeltaTime variable 0Os |
N °

Call the ABR Audit API 2s |
\l/ o

'8 Parse JSON 0Os |

: \l/ ©
Loop entries 1s

{ Previous { Previous failed Show of 1 Nextfailed >  Next »
©
Send Data 0Os |

2. Navigate to your Log Analytics Workspace (i.e., SentinelLog), and select Custom logs
under Settings from the right-hand menu:

Settings
B Locks
&7 Agents management

im Agents configuration

i= Custom logs '

fg Computer Groups

> Data Export

3. Highlight and copy the Name of the Custom log listed - in this case,
AdminByRequestLogs_CL:

Showing 1 results

Name T Type Ty

S —
lAdminBRuestLos_C » Ingestion API
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@ Admin By Request

4. Select Logs under General from the left-hand menu:

General

Workspace summary

Workbooks

Logs

Solutions

%

(o]

Usage and estimated costs

il Properties

5. Close the Queries window that pops up. Paste the copied Custom log in the New Query
field and select Run:

D New Query 1* =

» m Time range : Last 24 hours Save v

1 AdminByRequestLogs_cL|

6. New entries will begin to display in your Log Analytics Workspace as they are pushed
through. Click the drop-down arrow to display details for each entry:
Query editor

Results  Chart

TimeGenerated [UTC] installs_s uninstalls_s elevatedApplications_s scanResults_s
v 6/29/2022, 4:18:43.318 AM n n [ { "name": "Windows Command Processor", "path": "C:\\... n

Tenantld 53731173-cde7-49a8-8802-cc04b4099¢90

SourceSystem RestAPI

TimeGenerated [UTC] 2022-06-29T04:18:43.318Z

installs_s 0

uninstalls_s 1]

"name": "Windows Command Processor”,

"path": "C:\\Windows\\System32",

“file": "cmd.exe”,

"version™ "10.0.19041.1 (WinBuild.160101.0800)",
"vendor": "Microsoft Corporation”,

"sha256": "B99DE1D874728EDCO918CAQEB10FABI3D381E7367E377406F65963366C874450",
"scanResult™: "Clean",

"scanResultCode": 0,

E/ NOTE: It may take several minutes for log entries to show up in the Log Analytics
Workflow.

7. Click Save to save the query for later use.

8. With the Azure Log Analytics Workspace set up, you can now point your Sentinel setup to
use this workspace as a data source.
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@ Admin By Request

Integration Tasks — Events Data
Breakdown of Tasks

Seven tasks are covered in this section:

Task A: Set up Azure Logic App

Task B: Enter Parameters

Task C: Understand the App Flow
Task D: Configure Loop Entries

Task E: Locate Workspace & Run App

AW

Task A: Set up Azure Logic App
1. In order to get started, first set up an Azure Logic App within Azure Portal. You can
choose to either setup the app from scratch - or you can choose to use the Admin By
Request template. If you choose to use the Admin By Request template, jump into the
Code View of your Logic App and paste in the following application code:

Obtain Code

e R

</> ABR-logs | Logic app code view

[> RunTrigger » i Designer & Templates B3 Connectors 7 Help (O Info

k

"definition”: {
"$schema”:

Fia, Access control (IAM

oW

@ Tags
/2 Diagnose and solve problems

Development Toals 1@ “parame ters®: {}

i Logic app designer o o

<> Logic app code view &

B Versions

API connections

2. Now that we have the structure for the Logic App, navigate to the Logic App Designer to
view the different steps:
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| E Recurrence

+

l

| Call ABR Sentinel API

+

| Parse APl data

+

l

m Initialize startEventld
variable

+

I

m Initialize apiEndpoint
variable

+

l

| Call the ABR Audit API

+

| Parse JSON

+

l

| Get latest eventld

+

l

Parse Latest Event
JSON

+

l

m Initialize latest event
variable

+

l

| B Set latest event ID

+

= Loop entries
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Task B: Enter Parameters

1. The app has set up two Parameters. Replace these with your own API-key and the name
you'd like for the custom log in your Log Analytics Workspace:

Name * ’ ApiKey l a

Type * \ String v l

Default Value \ XXKXX l

Actual Value

Name * \ LogName l B

Type * \ String v |

Default Value \ AdminByRequestLogs l

Actual Value

Task C: Understand the App Flow
1. The flow of the app is simple - let's go through the different bits:

e Recurrence tells the app when it should run. In our example we've set up a
recurring trigger that runs once every day. You can replace this trigger with
whatever works best for your setup:

Recurrence
*Interval *Frequency
1 Day AV
Start time 2022-06-22T15:00:00Z X
‘ Add new parameter hd

e In order to call the Admin By Request Events API, we'll need to fetch the EventID
to serve as the starting point for the query. Furthermore, we need to determine
which API endpoint to use. This is done by calling the Admin By Request Sentinel
APl and storing this information:
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» Call ABR Sentinel API

@ Admin By Request

Parameters Settings Code View Testing
*Method ‘ GET N2 ‘
“URI https://sentinel.adminbyrequest.com/Events/GetEventStartld?apiKey=
ApiKey x
Headers ‘ Enter key | Enter value ‘ i
Queries ‘ Enter key | Enter value ‘ i
Body ‘ Enter request content ‘
Cookie ‘ Enter HTTP cookie ‘
‘ Add new parameter hd ‘
” Parse API data
Parameters Settings Code View Run After
*Content m Body x
*Schema
{ L}
"properties": {
"eventId": {
"type": "integer"
s
"publicApiurl": {
"type": "string"
B
"success": {
L1 n LI, 1 n l
Use sample payload to generate schema
>> REHR Initialize startEventld variable
Parameters Settings Code View Run After
*Name l startEventld l
*Type \ Integer b |
Value m eventld x ‘
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@ Admin By Request

a { <} Initialize apiEndpoint variable

Parameters Settings Code View Run After
*Name I apiEndpoint ]
*Type | String ~ ]

Value m publicApiUrl x

e Once we have the startEventld and the apiEndpoint parameters in place, we can
use these to call the Admin By Request Events API to fetch the events that have
been created since the query last ran:

e Call the ABR Audit API

Parameters Settings Code View Run After
*Method ‘ GET N
“URI m apiEndpoint x /events?startld: startbventld x &take=10000
Headers apikey @Y ApiKey x X m
Enter key Enter value
Queries ‘ Enter key | Enter value ‘ m
Body Enter request content ‘

Cookie Enter HTTP cookie ‘

Add new parameter

e We can then parse the result of this API call to be used when looping through the
data later on.
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Admin By Request

” Parse JSON

@ Admin By Request

Parameters Settings Code View Run After
*Content Body x
*Schema
|
{
"items": {
"properties": {
"additionalData": {},
"alertAccount™: {},
"application": {
"properties": {
"file": {3},
"name": {},
Wi ra = |

llse samnle navload to nenerate schema

Because Logic Apps can't hold state, we'll need to save the latest EventID to the
Admin By Request Sentinel APl in order to have the starting point for the next

time the Logic App runs.

» Get latest eventld

Parameters Settings Code View Run After
“Method ‘ GET A% ‘
“URI m apiEndpoint x /events?last=1 ‘
Headers apikey @R ApiKey x X
Enter key Enter value

Queries Enter key Enter value i
Body ‘ Enter request content ‘
Cookie ‘ Enter HTTP cookie

Add new parameter e ‘
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@ Admin By Request

» Parse Latest Event JSON

Parameters Settings Code View Run After
*Content m Body x
*Schema
Ll
{
"items": {

"properties": {
"additionalData": {},
"alertAccount”: {},
"application": {

"properties": {

"file": {}.
"name": {},
Vamilett £ m |

Use sample payload to generate schema

>> EERX Initialize latest event variable

Parameters Settings Code View Run After

*Name

latestEventld ]

" Type I Integer v ]

Value m body(..) x ‘

> Set latest event ID

Parameters Settings Code View Run After
*Method ‘ POST V4 ‘
“URI ‘ https://sentinel.adminbyrequest.com/Events/SetEventStartld ‘
Headers ‘ Enter key | Enter value ‘ i
Queries ‘ Enter key | Enter value ‘ i
Body {
“Apikey" J@N  ApiKey x -
"EventStartld": latestEventld x
}
Cookie ‘ Enter HTTP cookie
Add new parameter ~
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@ Admin By Request

e Next up we parse the response from the Event APl as JSON using a schema based
on the response type from the Events API (view this page for more information).

Loop entries

*Select an output from previous steps

ZN entries x

f Add an action

e The last step simply loops through every entry from the Events call. Here you
decide what to do with the data.

Task D: Configure Loop Entries
1. Inorder to send these to your Azure Log Analytics Workspace, do the following. Click on
“Add an action” within the Loop entries action and search for “Azure Log Analytics”. Click
the Azure Log Analytics result.

Loop entries

*Select an output from previous steps

08 entries x

E Choose an operation X
/O azure log analytics x
For You  All Built-in Standard Enterprise Custom
v i
Azure Data Azure Log AzureTog Azure
Explorer Analytics Analytics... Monitor Logs
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@ Admin By Request

Loop entries

*Select an output from previous steps

0N entries x

Azure Log Analytics Data Collector

e ISearch connectors and actions

Triggers  Actions

W Send Data
b Azure Log Analytics Data Collector

2. Select the ‘Send Data’ action

Loop entries

* Selecl an oulpul fram previous sleps

[G8 entries x

Send Data

@

*JS0M Request body

Add dynamic content [l

*Custom Log Name Name of the custom log.

Add new paramater

Connected to Myfzureloglonnector. Change conrection.

= 5l
i Mild ar action

Add an expression to do basic things like access,

comvert, and compare values. Learn more about

C conte:

Cynamic content Expression

'ﬁ— item()

In the “JSON Request body”, select “Expression” in the dynamic content selector - and
enter a value of “item()". This will select the current item in the JSON-loop and add it as

the request body.

Loop entries

*Select an output trom provious steos

entries x

Send Data

* JSOM Request body | e

*Custom Log Mame | m LogName x |

Mdd dynamic content [l

Add new parameler

s

Connected ta MyfzurelogConnector. Change connection.

Dynarnic content

i Add an actior

+ Mew step

Admin By Request
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@ Admin By Request

4. For the Custom Log Name, select the “LogName” parameter. This will tell the Logic App to
send the audit entries to a custom log with the name supplied in the parameter.

5. The above assumes that you already have an ApiConnection for your Azure Log Analytics
Workspace set up. If this is not the case, you'll be met with the option to create a new
connection:

» Send Data

Create Cannection

* Connection name I
" N N Enter name for connection l

Workspace 1D (@D The unique identifier of the Azure Log Analytics workspace. |

Workspace Key (D | The primary or secondary key of the Azure Log Analytics workspace. |

Cancel

6. Simply fill out the three fields and click “Create”.

1. To find the Workspace ID and the Workspace Key, navigate to the Log Analytics
workspace and select “Agents management”:

@ AbrSentinelAPI | Agents management

W Wind

@ 0 Windows computers connected

S Download agent
@ Tags Dow

o kspace ID
2 Diagnase and solve problems
Settings
B Locks
Agents n
Prim: 0 [ Regenerate |
Secondary key Reg
Log Analytics Gateway
If you have machines with no internet connectivity ta Log Analytics workspace, download the Log Analytics Gateway 1 act as 3 proxy

2. Copy the workspace ID and Primary Key and paste these into the connection properties
in your Logic App.

3. Now, save your app - and you're done. If you run the app now, you'll see your new
entries showing up in your Log Analytics Workspace:
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o Mew Query 1+

¥
& sentinellogs Select scope
Tables Queries. Functions

2 Search

7 Fler | (= Group by: Solution
= Collapse sl

Favorites

You can add favorites by clicking on
the # icon

+LogManagement
» H Usage

+ Custom Logs

Admin By Request

- 1 SentinelABRLogs CL
2

EEEE  veronge: Lastzdhours | [ Smve v 1 Shae v | Newaletmle = Bport v S Finto v = Formatquery

Results  Chart
TimeGenerated [UTC] stariTime ¢ [UTC]
| v 62772022 BATAGET A

Tenantid

starTimeUTC ¢ [UTE) endTime ¢ [UTC] endTimelUTC ¢ [UTC] installs =
u

526167 $679-4dia SOBF £5e3917e2i14

Resta?)

SoueeSystem

5762
nstalls s

waintall s
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uninstalls =

il

elevatedApplications =
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